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I N F O R M AT I O N S E C U R I T Y S E R V I C E S
Intekras’s Information Assurance division offers a broad suite of solutions designed to protect your most
critical information assets and reduce the probability or impact stemming from an undesirable or unexpected
event. From identifying and ranking vulnerabilities and threats to recommending where and how to mitigate
the most serious business, operational, and technical exposures, Intekras is uniquely qualified to assist you in
protecting and defending your information and information systems from all IT risks. More information on
any of the IA solutions described below is available upon request.
Certification and Accreditation (C&A)
We believe that C&A is more than a compliance exercise. Our efforts are based upon the establishment
of “continuous monitoring” capabilities — which can improve both compliance and near real-time risk
management.
CORE SECURITYTM Products/Services
In an expanding partnership with Core Security Technologies, we provide their flagship product, CORE
IMPACT® Pro and their new CORE INSIGHT EnterpriseTM products together with a “service surround” that
will assist in configuring the tools, establish repeatable penetration testing protocols, and translate results into
risk treatment strategies and tactics.
Disaster Recovery/COOP
From performing a Business Impact Analysis to assessing and improving your COOP, our experts are able to
assist in the mitigation of continuity risk.
Identity & Access Management (IAM)
Through its Managed IAM Services, Intekras provides operational solutions that integrate Logical and Physical
IAM. We can assist in the design, implementation, deployment and operation of an integrated identity
management system to standardize access management across platforms for users, devices, applications and
business processes, as well as physical security points such as biometrics, smart-cards and badge readers.
Incident Response & Digital Forensics
When faced with resource misuse, policy abuse, denial-of-service, or data breach, Intekras consultants
can investigate the circumstances behind the event and provide assistance in remediation — all the while
complying with Federal Rules of Civil Procedure and eDiscovery processes.
Independent Verification & Validation
Intekras consultants — skilled in such disciplines as project management, systems analysis, business process
design and risk management — seek to determine whether a solution (either in development or production)
meets expectations and to identify where the project risks lie.
IT Audit
Our experience in developing and assessing admissibility and audit procedures (surrounding both control
rich and control deficient environments) enables Intekras to evaluate the effectiveness of an organization’s IS
control environment to determine audit readiness.
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IT Governance Risk Review
Intekras helps to establish the organizational structure and business processes you need to implement an
effective, sustainable IT Governance Risk management program and create a risk-minded organization.
IT Security Architecture Review
Security is a ‘defense in depth’ methodology, managed through a systematic architectural approach that is
built on a standards-based security foundation. Our comprehensive security review will identify and enhance
system infrastructure and support.
IT Security Operations Review
Intekras is able to apply accepted best practices and risk frameworks to ensure that all aspects and functions
of the security operation run in the most efficient and effective manner, using CMMI, COBIT, SSE-CMM, ISO
27000, and NIST SP-800.
IT Security Risk Assessment
Intekras risk assessments utilize the most current risk frameworks such as the ISO 27000 series and the
NIST SP-800 guidelines to identify, analyze and evaluate the most critical exposures and recommend ways to
mitigate, transfer or accept those risks.
Penetration Testing
Through active penetration testing, our security experts are able to determine the feasibility of an attack and
the impact a successful exploit, if perpetrated, may have.
Vulnerability Assessment
Our experienced security personnel are able to perform an extensive assessment of vulnerabilities across your
infrastructure and review your incident response capabilities, operational protocols, policies and procedures,
etc. to determine the extent of the damage that could result from a data breach or other security failure.
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